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CHALLENGES FOR TRAINING CIRCADENCE "
CYBERSECURITY PROFESSIONALS

S| o[

SKILLS
HIGH COSTS SCALABILITY AVAILABILITY RETENTION

"As technology changes the skills needed for each profession, workers will have to
adjust....[requiring] a greater emphasis on lifelong learning and on-the-job training,
and wider use of online learning and video-game-style simulation.*

June 25, 2016
The Economist
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PROJECT ARES KEY TECHNOLOGIES CIRCADENCE "
ﬂ
CYBER 110101
SECURITY 0111 @) GAME
DOMAIN 101 ENVIRONMENT
VIRTUALIZED ARTIFICIAL
NETWORK INTELLIGENCE
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TYPES OF PROJECT ARES ACTIVITIES CIRCADENCE "

MISSIONS
\ Bl

BATTLE
ROOMS

GAMES
3

Missions where you prove you can
think through a problem end-to-end

Battle Room with certification
tasks for different work roles

Games on concepts in
cyber that need repetition
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PROJECT ARES V3.0 (MAY 2017) (

[4_\ Stop Malicious Processes
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ALL PLAYERS

skelly
Hopping into a

...M defensive mission

: nmhicks
hello
rprouty
checking for Athena

Infiltrate the enemy’s
environment and disable the
command and control web server
responsible for thousands of
defrauded victims
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PROJECT ARES CASUAL CYBER GAMES (  CIRCADENCE"

COMMAND
& CONTROL

ACTION RECON RECON
Deny, disrupt, WEAPONIZE | SNMP can be
degrado, decieve used for recon
CCo Use Vel to create

EXPLOIT ACTION

an obfuscate
Policies disabl peyiced saL J

INSTALLATION  Poices disabing o msg-icp
Install PowerSploit | *'*
persistance tools

INSTALLATION

| " commano | topmux 29
.8 CONTROL

|
ACTION

Get-
Information.ps1

: s ——\\ / Ik $200
2= VAU R < SRAROMV

Kill Chain CORRECT

8 In this attack technique, the attacker guesses or observes which
; e R 5 +$200
websites the victim organization often uses and infects one or more

10

of them with malware.

146.109.25.6 Click Here

To Continue

o001 0000 What is Google Dorking?
001 0110
What is a Watering Hole Attack?
What is Pass-the-Hash?

What is Phishing?
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BATTLE ROOMS FOR WORK ROLES ( CIRCADENCE "
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BATTLE ROOM INDIVIDUAL SKILLS (

Using iptables, identify all rules that
are in place on the Kali1 system
(id:19)

Use netstat to obtain a list of all
active (open, established, wait)
network connections without doing
name lookups (id:20)

Use nmap to perform a version
scan to identify services and
software running on the farget
(id:21)

Use apt-get to install the openvas
package on the Kali1 system from
the configured repository (id:22)

Use hydra to determine whether
there are easily guessable
passwords for the root user using
the SSH service on the farget (id:23)

Use apt to get a list of all of the
installed packages on the Kali Linux
system (id:24)

Kali

Linux Attack Network
172.16.0.11

Cent0OS
Router

172.25.42.250
172.16.0.250

Target Network

Linux
Server

172.25.42.1
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ALL PLAYERS

01/04/2017

rob_player

hello

rob_player

how do i discover open
ports on host

04/01/2017

llee
Good evening fellow
team mates

04/17/2017

rprouty
good evening
llee

Hello Mate

< | 'S

| < END TRIAL |




MISSION PLAY ( CIRCADENCE "
(INDIVIDUAL, CREW AND TEAM PLAY) (
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CYBER TOOLS AVAILABLE ON MISSION ( CIRCADENCE "

kali1-vnc-4

@ https://ares-code.circadence.com

P~ @ Terminal - userd@kali: ~ || & Application Finder ﬁ
£ Run Program...
@ Terminal Emulator
& File Manager

Mail Reader

&) web Browser .
userd@kali: ~

S| Settings e File Edit View Search Terminal Help
® 01 - Information Gathering >
~ 02 - Vulnerability Analysis v

03 - Web Application Analysis - ’ '\i, ) ) .
PP Y Wordlist w created/opened: /tmp/sparta-2isuM8-tool -output/sparta-password

~ 04 - Database Assessment -
05 - Password Attacks -

06 - Wireless Attacks »

(t
Loading settings file..

Settings have NOT been changed.
Removing temporary files and folders..
Exiting application..

~$

# 07 - Reverse Engineering >
# 08 - Exploitation Tools "

&% 09 - Sniffing & Spoofing >

* Network Sniffers >

& 10 - Post Exploitation » ' » Spoofing and MITM -
W 11 - Forensics » (1) bdfproxy
12 - Reporting Tools » &4 driftnet
Il 13 - System Services » @ ettercap-graphical
L Accessories » & hamster
4 Development » [l macchanger
@ Electronics » @ mitmproxy
P Graphics » @ netsniff-ng
@ Hamradio » [\ responder

LJ Internet g « ‘wireshark
B Multimedia
B office .
&) other
[ o [ .
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MISSION ASSESSMENT

Replay of user @

commands, chat and Q > Qg;}
. O

opponent actions

132.168.0.11 132.168.0.14

@ |

Firewsall Router
192.160.0.10 CentQs7
192.166.10.10
17236000
192.166.20.10

ab
Ubunty 14.04
192 168.20.18

a5
Ubuntu 14.04
192.168.20.17

CIRCADENCE "

0.0.47bc6

Team llee
2a11-81-28Ta183=28Z2
Sessionid: 1S

Capture traffic from firewall

Find and stop data exfil of credit card
el and encrypted data

Ubuntu 14.04
Remove all artifacts of first infection

AL VA LR RE |
Prevent reinfection of malicious
process

L
Cent0S7
192.168.0.20

8 o e [18] llee: ssh 192.168.0.10
19;:1::’410.15 1'1:‘:1::'(!.1& [22] llee: wireshark OUt-pcap
[23] llee: /usr/bin/dumpcap -D -Z

o L

[24] llee: /usr/bin/dumpcap -D -Z
a9 €10

none
Centas7? CentDS7 [36] llee: ssh
19216810 192.168.10.22

testuser@192.168.20.23

[66] llee: Is --color=auto
[67] llee: ssh

el2

CenlOSs7

testuser@192.168.20.23

192.168.20.724
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MISSION SCORE CIRCADENCE "'

LWORLO MAP . MISSION SELECT

/E”Mpl[" MISSION | - DISABLE BOTNET

ﬂ Team Tucker

203 122 492 757 0 =

Quiz Recon Network Objectives Total Points ﬂ Team Price

®  rankew

/93w Fw  Aw (AElp ) MR

# 1,034,233 )P

LEVEL UP 2,000,000
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MiISSION COMPLETE: TROPHY CENTER CIRCADENCE "'

0.0.47bc6

yOu QO that or wantio
play

01/16/2017

skelly 12:27
@llee looks like | was
ghosting

01/19/2017

nmhicks

hello!

nmhicks

@Ilee I'm connected from
their workspaces
nmhicks

. ) @llee all tests complete
Cperabon Operation - VNC and SSH both
Arctic Cobra Wounded Bear work from the team

workspaces

& G (a 3

(? HSTORY [? HSTORY [?] HSTORY
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BADGES AND SKILLS CIRCADENCE "

LLIORLDO MAP . MISSION SELECT Playel’S earn experience pOintS as they play APPRENTICE L4
games, work in Battle Room or go on mission ﬂ

® 9 0 €

| DIGITAL FORENSIES | COMPUTER LANGUAGES | NETWORK DEFENSE | COMPUTERS & ELECTRONICS

SKILLS ACHIEVED  » SKILLS ACHIEVED  » SKILLS ACHIEVED  » SKILLS ACHIEVED »

| CRIMINAL LAW | CRYPTOGRAPHY | ENTERPRISE ARCHITECTURE | IDENTITY MANAGEMENT

SKILLS ACHIEVED  » SKILLS ACHIEVED  » SKILLS ACHIEVED  » SKILLS ACHIEVED  »

ALL
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THE NATIONAL CYBERSECURITY CIRC ADENCE-"r

WORKFORCE

FIRAMEWOIRK

« Categories — Protect & Defend, Investigate (Digital Forensics)

Defensive Skills

« Specialty Areas (4)
— Enterprise Network Defense Analysis SmemATE
— Incident Response MANTAN
— Infrastructure support secumeLy PROTECT
— Vulnerability Assessment and Mgmt

 Work Roles (45)

1
- SeCU rlty Ana|YSt INVES) 'GATE

— Incident Analyst
— Penetration Tester....

« Competencies (~200 combined into 18)
« Tasks (~115) Offensive Skills
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GAMES CAN PROVIDE AN EFFECTIVE CIRCADENCE "
METHOD OF TEACHING CYBER (

Generation-Z is Well Suited for GADUET | SHARTER "

Cybersecurity ] smisimmsophlstncated,
- %Raised with DIY education 2 ?@HNULUGI%PEE%%?%’:‘“@Z
ane crowe soureing f i L S
- %Digital Natives experienced in so%?#s"rﬁrEE%S;jéf g
research and collaborating 5SOCIAL'MEDIA®
with others on-line EEEEEEE]Y
* % Talk about making an impact _l'-g B*f%%g
in the world zé&g%“
- % Routinely Multi-task across w-gg% SS ~
five screens et — e =3
. . . SSTed ga 1=
* % Over 60% list gaming as their si'g_.;&g G comnoctod 5 @ WO z
primary form of entertainment =2 S __e“neratlon
) == ‘:’_.'g lnterne educated E
* % Not jUSt “teCh'Savvy” — they E3  gonnarion, W BT s speedy '3

are ’tech-innate”
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EVERYTHING | LEARNED, cireaENCET
| LEARNED FROM ENDER’S GAME

‘I need you to think of

P L . | solutions to problems we
S Bt haven't seen yet. | want

' ' ¥ 4 S you to try things that no
one has ever tried because
they're absolutely stupid.”
-- Ender Wiggins

The games are designed EN
to harness the creativity of 4@
children and channel that &2
to mold them into skilled
soldiers, tacticians, and

leaders to save the world. & 4 = ‘B

, . o "Battle Room
Ender's Game is a 1985 military science _ —g) % A . AN . /]
fiction novel by American author Orson Scott * W% &g - / /‘geam TbGLICS ,'7.?',;6“”?“ -
Card and 2013 LionsGate Film. s 1> T Y 3 > At | .2

e
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